
Mitigation efforts often focus on DP techniques, as lower layers are 

harder to adjust due to embedded societal biases
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Studies have identified several Contributing Factors, however …

There is lack of comprehensive review 

and analysis of all the identified factors

❑ Mechanism?

❑ Relationships?

❑ Significance?

❑ Necessity and sufficiency?
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Scope of literature
❑ Apply DP to supervised ML, during training or other stages in ML pipeline

❑ Study change in performance disparity across subgroups, before and after DP is applied

Methodology
❑                              query populated ~200 articles, we selected 20 studies that are relevant

Literature Review
❑Organize studies by key elements: 

❖ Fairness notions; DP techniques; ML algorithms; Tasks and data modalities

❖ Identified contributing factors

❑Compare all studies to analyze the significance and causal role of each factor

DP-SGD: a private version of SGD 

that ensures (ε, δ)-DP by using 

gradient clipping to limit sensitivity 

and adding noise to gradients

❑ Our taxonomy is guided by where each factor is positioned 

within the ML pipeline

❑ Each layer is interconnected, supporting causal analysis and 

revealing underexplored research areas

❑ Useful for both researchers to study unfairness and 

practitioners to apply targeted mitigations

Current Causal Analysis Faces Challenges

 New field with limited studies (~20); few explore factor importance or interactions

 Inconsistent fairness definitions without clear justification hinder comparison

Dataset & Distribution Need More Attention

 Focus is mostly on DP algorithms, overlooking dataset/distribution factors

 Open questions: What distributional properties matter most? How does decision 

boundary alter with DP?

Mitigation Methods Come with Limitations

 Revealing group labels may breach data privacy regulations

  Alternatives to DP-SGD can weaken both privacy and attack robustness

Differential Privacy (DP) can protect data privacy in ML, but can amplify unfairness

Moreover, this phenomenon seems universal across different kinds of groupings

An early study found that DP-SGD amplifies accuracy disparities in age classification across different skin types

Taxonomy of Contributing Factors

Review and Analysis on Contributing Factors
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